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Military Policy Governing OSS

* DoD Policy
2003 OSS in the DoD (Memo)
2006 Open Technology Development Roadmap

2009 Clarifying Guidance Regarding Open Source

2010 Better Buying Power (Memo)

: Open Architecture
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DEPARTMENT OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

OCT 16 209

CHIEF INFORMATION OFFICER

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DEPUTY CHIEF MANAGEMENT OFFICER
COMMANDERS OF THE COMBATANT COMMANDS
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF

DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR, COST ASSESSMENT AND PROGRAM
EVALUATION
DIRECTOR, NET ASSESSMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES
CHIEF INFORMATION OFFICERS OF THE MILITARY
DEPARTMENTS

SUBJECT: Clarifying Guidance Regarding Open Source Software (0SS)
References: See Attachment |

To effectively achieve its missions, the Department of Defense must develop and
update its software-based capabilities faster than ever, to anticipate new threats and
respond to continuously changing requirements. The use of Open Source Software
{0S8) can provide advantages in this regard. This memorandum provides clarifying
guidance on the use of 0SS and supersedes the previous DoD C10 memorandum dated
May 28, 2003 {reference (a)).

Open Source Software is software for which the human-readable source code is
available for use, study, reuse, modification, enhancement, and redistribution by the users
of that software. In other words, OSS is software for which the source code is “open.”

Clarifying Guidance Regarding Open Source



http://mil-oss.org/resources/us-dod_policy-memo_oss-in-the-dod_stenbit-memo.pdf
http://mil-oss.org/resources/us-dod_otd-roadmap-2006.pdf
http://mil-oss.org/resources/us-dod_policy-memo_clarifying-guidance-regarding-oss_16oct2009.pdf
http://mil-oss.org/resources/us-dod_policy-memo_carter-memo-on-defense-spending-28-jun-2010.pdf
http://mil-oss.org/resources/us-dod_policy-memo_clarifying-guidance-regarding-oss_16oct2009.pdf

Search Chief Information Q)

CHIEF INFORMATION OFFICER

U.S. DEPARTMENT OF DEFENSE

OSS and DoD Policy

Q: What policies address the use of open-source software in the Department of Defense?

The following policies apply:

1. The DoD CIO issued a memorandum titled "Clarifying Guidance Regarding Open Source Software (0SS)" on 16 October 2009, which superseded a May 2003 memo from John
Stenbit.

2. The Department of Navy ClO issued a memorandum with guidance on open source software on 5 Jun 2007. This memorandum only applies to Navy and Marine Corps
commands, but may be a useful reference for others. This memo is available at http://www.doncio.navy.mil/PolicyView.aspx?ID=312 .

3. The Open Technology Development Roadmap was released by the office of the Deputy Under Secretary of Defense for Advanced Systems and Concepts, on 7 Jun 2006. It is
available at http://www.acq.osd.mil/jctd/articles/OTDRoadmapFinal.pdf .

4. The Office of Management and Budget issued a memorandum providing guidance on software acquisition which specifically addressed open source software on 1 Jul 2004. It
may be found at http://’mww.whitehouse.goviomb/memoranda/fy04/m04-16.html .

5. US Army Regulation 25-2, paragraph 4-6.h, provides guidance on software security controls that specifically addresses open source software. This regulation only applies to the
US Army, but may be a useful reference for others. The regulation is available at http:/Mmww.army.mil/usapa/epubs/pdf/r25_2.pdf .

In nearly all cases, OSS is commercial software, so the policies regarding commercial software continue to apply to OSS.

General information about OSS

Q: Is open source software commercial software? Is it COTS?

Open source software that has at least one non-governmental use, and has been or is available to the public, is commercial software. If it is already available to the public and is
used unchanged, it is usually COTS.
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Search Chief Information  Q

CHIEF INFORMATION OFFICER

U.S. DEPARTMENT OF DEFENSE

Q: Isn’t using open source software forbidden by DoD Information Assurance Policy?
No. This misconception comes from a misinterpretation of DoD Instruction 8500.2, “Information Assurance (I1A) Implementation”, Enclosure 4, control DCPD-1.

The control in question reads:

DCPD-1 Public Domain Software Controls Binary or machine executable public domain software products and other software products with limited or no warranty such as those
commeonly known as freeware or shareware are not used in DoD information systems unless they are necessary for mission accomplishment and there are no alternative IT
solutions available. Such products are assessed for information assurance impacts, and approved for use by the DAA. The assessment addresses the fact that such software
products are difficult or impossible to review, repair, or extend, given that the Government does not have access to the original source code and there is no owner who could make
such repairs on behalf of the Government.

This control is intended to limit the use of certain kinds of “hinary or machine executable” software when “the Government does not have access to the original source code”. As
clarified in the 2009 DoD CIO Memorandum, this control does not prohibit the use of open source software, since with open source software the government does have access to
the original source code.

In the Desktop Application STIG version 3, release 1 (09 March 2007); in its section 2 4, it clearly states that DCPD-1 does not apply to open source software, for this very reason.
The STIG first notes that "DoD has clarified policy on the use of open source software to take advantage of the capabilities available in the Open Source community as long as
certain prerequisites are met. DoD no longer requires that operating system software be obtained through a valid vendor channel and have a formal support path, if the source
code for the operating system is publicly available for review". It notes in particular that three cases for software are acceptable:

1. A utility that has publicly available source code is acceptable.
2. A commercial product that incorporates open source software is acceptable because the commercial vendor provides a warranty.
3. Vendor supported open source software is acceptable.

The DISA STIG also notes "4. A utility that comes compiled and has no warranty is not acceptable.” Thus, a program must come with either source code or a warranty; if it has
neither, then special dispensation is required, since it difficult to review, repair, or extend the program either directly or via someone else.
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* Northrop Grumman 2j|0| A|AEIS] OSE = 20)A LinuxZ HZA
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Marines swap Microsoft for Linux OS
on Northrop Grumman radar
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- DARPA 7|E} A}

LUy  Examples of Open-Source Platforms

LandShark ArduPilot 4 AR Drone
uGgv UAV UAV
http://resources.infosecinstitute.com/hack-proof-drones-possible-hacms-technology/#gref
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olS2 HE At

« 9LV Mk4 (AQEI, Saab A} BHY MEKX|A|)

+ E-2C Hawkeye 2000 2 X 2| (O]= Northrop Grumman, Z7| A& 7|)
 TTWCS (Tomahawk 12| 0|E) (O|=, Lockheed martin, OJAFLEX)|)
« RC-135 QZA|AE 70| (O|=, Boeing, ME7| QYZA|AH)

* Aegis UYQ-70 & ®1g|0|= (O]=, Lockheed Martin, g7& &KX A)
- SSDS (0|2, Raytheon, &7 ®E X #)

« TSCE DDS-1000 (O|=, Raytheon, &H HEX|H)

o SHZEE 0|8 AL A|AE! (O] 2, Lockheed Martin, S &r=8t AL}

« AN/USG-2 (O|=, 2H8)

« IPN-S (O|Et2|Of, sH FEH|A))

« ANCS2000 (5, EADS, &8 M EX|A)

« SENIT2000 (=&t DCNS, &8 MEX|A)

« Sonar 2076 (Y=, Thales, Et4atg ALt &)

« SUBTICS (Z2tA, UDS, Rt FEX| A|)

+ Battle control system (0O|=, Thales/Raytheon, &C4I)

* C-Flex (HOF=, Saab, &8 TEH|A)
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Heartbleed
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(CVE-2014-0160)
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CVE (Common Vulnerabilities & Exposures)

CHAs zre how th
list is assigned by = CNA.

os: 16

CVE Numbering Authorities (CNAs)
Totals CNAs: 98 | Total Countri

How to Become &

CNAs include vendors and projects, vulnerability researchers,
national and industry CERTs, and bug bounty programs.

@ CVE List is built. Every CVE Entry zdded to the

CNA =>

Download CVE Data Feeds Request CVE IDs

Update a CVE Entry

CNA Participation Growing Worldwide Latest CVE News Newest CVE Entries
CVE Board Member from Trend Mic:

Tweets

Automztion (AWG)
Strategic Planning (SPWE)
CVE Entry Quality (QWE)
CNA Coordination (CHACWE)
CVE Workdlow (CWWG)

&E CVE

GVE-2018-17210 An issue was discovered in
PrinterOn Central Print Senvices (CPS) through
4.1.4. The core components thet create and
launch 8 printjch do not perform complete
verificaion of the session cockie that is supplied i
them. As a resul, &n a... cve mitre.orglogi-
bin/cvenam..
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CVE : AjO|H{ EOF F2kXof Cj

ro

2=
Each CVE Entry includes:

CVE ID number (i.e., "CVE-1999-0067)
Brief Description of the security vulnerability
or exposure.

Any pertinent References
(i.e., vulnerability reports and advisories).

CNA(CVE Numbering Authority)

CVEIDE &g ot & 9= 7|3
Cotol=2: 32 olE| U FI B8, H|ofH

NVD(National Vulnerabilities Database)
NIST Of| A Bt= =7} F 2 O|O[HH| O] A
CVE =52 7|Hte =2 2
Fotd e, 2ot=57d 3 HAEE0|AAL] X}

240 7|9
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https://cve.mitre.org/about/faqs.html#what_is_cve_id
https://cve.mitre.org/about/faqs.html#cve_entry_descriptions_created
https://cve.mitre.org/about/faqs.html#cve_entry_references
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CVSS (Common Vulnerability Scoring System)
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EQUIFAX

SEPTEMBER
M ztrll:‘t d 7th
1 Xploit coae . "
+/ Equifax 2QF At11 Ofx} appcar nihe e
sl s CVE-2017-805
vulnerability JULY thh:
. —— Breach is discovered
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Mun Young, Juh C

ELLLLET Products Projects Policies Integrate
Home > Products > SoftFlow > Projects > webservice-rest-common
webservice-rest-common Ex
Top Alerts Q- ® All ) security Library Vulnerability * Severity-based View (| Effectiveness-based View
Library Type Description Library Type Meodified Date Reported Library Vulnerability (HIGH) Effective Library Vulnerability
commons-codec-1.5.jar New Version Version 1.11 is available Java 14-03-2019 ignore n
® commons-codec-1.5jar Security Vulneral [ <] Low: 1 (0) details Java 12.03-2019 ignore
® guava-20.0.jar Security Vulneral details Java 12.03-2019 ignore
® jackson-databind-2.9.7 jar Security Vulneral (] details Java 12-03-2019 ignore
® commons-lang3-3.1jar High Severity Bug [ Blocker: 1 RSB Java 12.03-2019 ignore
guava-20.0.jar New Version Version 27.0-jre is available Java 12-03-2019 ignore
joda-time-2.9.2.jar New Version Version 2.10.1 is available Java 12.03-2019 ignore 0
snakeyaml-1.17.jar New Version version 1.23 is available Java 12-03-2019 ignore W o Medim g O % 0
jackson-dataformat-yaml-2.8.5 jar New Version Version 2.9.7 is available Java 12-03-2019 ignore Cibrary Statietics Amalyeis Statistics
commonsang3-3.1jar New Version Version 3.8.1 is available Java 12-03-2019 ignore 6 2 3 66% 273 1/3
QOurdated Outdated & Vulnerable Vulnerable w»rerage EmAnalyzed NgEffeclwe
View All Alerts View Vulnerabilities
Outdated Libraries:
Project Vitals Libraries (15) Actior The total count of outdated libraries
Creation Date 12-03-2019 Library Name Description Licenses Artr_01 Libraries in use: 15
Last Plugin Update 12-03-2019 @ jackson-databind-2.9.7 jar General data-binding func Apache 2.0
Last Scan Comment B commonscodec1.5jar The codec package contains s... Apache 2.0
Uploaded by I swagzer-annotations-1.5.13.jar Sonatype helps open source p... Apache 2.0
Request Token click to copy O snakeyaml-1.17.jar YAML 1.1 parser and emiteer f... Apache 2.0
Libraries 15 H jedatime-2.9.2jar Date and time library to repla... Apache 2.0
In-House 13 B suavazo0.0jar Guava is a suite of core and e... Apache 2.0
License Types 1 B eveo-inflector1.2.1.jar Evo Inflecter implements Engl... Apache 2.0
B jackson-core-2.9.7.jar Core Jackson processing abstr... Apache 2.0
Open Requests 13
Lifetime Requests 26 [ jackson-annotations-2.9.0jar  Core annotations used for val... Apache 2.0
commons-lang3-3.2.1.jar org.apache.commons:commo... Apache 2.0
Total Alerts 10 jackson-annotations-2.8.5.jar  Core annotations used for val... Apache 2.0
Up-To-Date Libraries B3 M commons-lang3-3.1.iar Commans lane a nackase of .. Anache 2.0 -
[ ves |  No | - source code library [ - pending [ - rejected Total License Types: 1
View Inventory View Licenses
Pending Tasks {13 ] Requested by Me
From Subject Date Name Description Status Approver Approvers Group Date
Kwansik Request for joda-time-2.9.2.jar - Plugin Update Request (fs-agent) Mar 12,19 NO Sent Requests
Kwansik Reguest for jackson-dataformat-yami-2.8.5.jar - Plugin Update Request (fs-agent) Mar 12,19
Kwansik Request for swagger-core-1.5.13.jar - Plugin Update Request (fs-agent) Mar 12,19
Kwansik Request for snakeyaml-1.17 jar - Plugin Update Request (fs-agent) Mar 12,19
Kwansik Request for jackson-core-2.9.7.jar - Plugin Update Request (fs-agent) Mar 12,19
More... More...

2.60 | Lastvulnerabilities update ghts reserved
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W WhiteSo

Home > Products >

webservice-rest

Top Alerts [+ 2O}

Library
commons-cod
commons-cod

guava-20.0.jar

guava-20.0.jar

joda-time-2.9.2.jar
snakeyaml-1.17.jaf

jackson-dataformd AGPL Notice Copyright  Library

jackson-databind-2

commons-lang3-34

Contact s

urce | Hancom MDS

Mun Young, juh

ELLLLET Products Policies

Projects

Integrate

SoftFlow > Projects > webservice-rest-common

Request History B
aWhiteSource Hancom MDS Donghyun Nam oport

iveness-based View

Dashboards Products Projects Integrate

Vulnerability

ec- 1
: | Home > Dashboards > Release Management
ec-T

Release Management

Al Export to HTM|

Product - PROD

License Text Notices and Copyrights Actions Help

e O

Licenses

g . X X select2-3.4.5s i i - . P
4 : ownload a zip file containing all license text files of 3 3
commons-lang3-34 Apache 1.1 J set notice copyright hide D load fil t I text fil £ / 14
Apache 2.0 v cdi-api-1.0 jar set notice copyright hide licenses from your product. Non Analyzed Non Effective
BSD x x tomcat-i18n-a-8.0.53 jar setnotice copyright hide
) | Licenses with no text file will not be included in the zip
BSD 3 x v xmlbeans-2.6.0.jar setnotice copyright hide file
Project Vitals ] Bouncy Castle License X v netcdf-4.2.20.jar setnotice copyright hide
) CCBY25 x x canvas-to-blob-3.12.0.min.js setnotice copyright hide Notices
Creation Date
CCBY3.0 X X mariadb-java-client-1.1.8.jar set notice copyright hide i i i
Last Plugin Update o . pyrig| Generate a single notice text file for all relevant library
Last Scan Commeng CCBYSA3.0 x x hone-integration-4.0.0-SNAPSHOT jar setnotice copyright hide notices.
©nni1n B
X ant-launcher-1.9.4,jar t not ht hid q
Uploaded by @ Licenses with no text file v ! sELnotice copyrig o You must make sure that notices are present when
Request Token N red Apache 2.0 X v commons-discovery-0.2.jar setnotice copyright hide necessary. The "Notice” column indicates when the
| uspected Apache 2. i :
Librart P . P x X tomcatjni-8.0.53 jar setnotice copyright hide library has a notice.
ibraries Suspected CDDL 1.1
P x v jfreechart-1.0.19 jar setnotice copyright hide . . -
In-House Suspected Commercial You may add notices by clicking the "set notice” link or
License Types Suspected GPL 3.0 x x tomcat-catalina-ha-8.0.53 jar set notice copyright hide by using the suggestion.
' | x v jmatio-1.0.jar set notice copyright hide
Open Requests Suspected LGPL 3.0 . . If you do not wish to include a library in the notice file,
. . x x logstash-core.jar set notice copyright hide ; i a1
Lifetime Requests Suspected Public Domain click the "hide” link.
| Suspected Unspecified License X X hone-pci-4.0.0-SNAPSHOT. jar setnotice copyright hide
Total Alerts x x jquery.flot.resize0.7.0.js set notice copyright hide
Up-To-Date Libraries B x x logstash-codecjson-v3.0.5 set notice copyright hide
[ ves | Libraries with unknown license: 48 x x Jsr250-api-1.0.jar setnotice copyright hide
To view and handle go to Product x v commens-codec-1.9.jar setnotice copyright hide =

Pending Tasks q

From Subj
Kwansik Reqt
Kwansik Reqy

Kwansik Req)
Kwansik Req)

Kwansik Reque

Version 18.12.2 | Last vulnerabilities update: 15-Jan-2019, 12:00 AM
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aWhiteSource | Hancom MDS Donghyun Nam Contact Support ? >

Home Dashboards Products Projects Integrate

Home = Security Vulnerability (CVE-2017-12626)

Security Vulnerability

General Details CVSS 3 - Base Score Metrics

MName Sewverity CWVSS 2 Score CWSS 2 Score Date Modified Exploitability Metrics Impact Metrics
CVE-2017-12626 | High | 7.5 5.0 30-01-2018 05-05-2018

Attack Vector (AV) a confidentiality Impact (C) ﬂ
Apache POI in versions prior to release 3.17 are vulnerable to Denial of Service Attacks: 1) Infinite Loops while ’7NETWORK ‘ ’7N0NE

parsing crafted WMF, EMF, MSG and macros (POl bugs 61338 and 61294), and 2) Out of Memory Exceptions while

parsing crafted DOC, PPT and XLS (POl bugs 52372 and 61295). Attack Complexity (AC) [B) Integrity Impact (1) [B
’7LOW ‘ ’7NONE ‘
Privileges Required (PR) a Availability Impact (A) a
.|| nonE |. rHIGH ‘

Vulnerabilities (28)

i ¥ Severity Library ( vu nerability Id \ Score Description (hover for full t

An issue was discovered in Pi
and as a result exposed to din

Vulnerable Libraries
spring-webmwe-3.2 CVE-2016-9878

)
wn

Library Name

poi-scratchpad-3.11-beta2.jar
-ﬂlFlﬂl.'hE' PO N versions priar

61294, and 2) Out of Memory

XMLscanner.java in Apache X
nercesimpl-2.8.1.jar | CVE-2013-24002 6.0.1 5RE, and 7 before 7 SRS

& J earlier, Java SE Embedded Tu

Tha Smrimar DY warannor i &
Total: 1 T ———
Fixes (1)

Change Files

pol-scratchpad-3.114.. CVE-2017-12626 7.5

el

# | € | Replace or update the following files: HwmfPicture java, TestHwmfParsing.java, 61338.wmf

Commit a07ed9e: 61338 -- avoid infinite loop triggered by fuzzed wmf file git-svn-id: https://svn.apache.org/repos/asf/poi/trunk@1802997 12f79535-47bb-0310-9956-ffa450edef6s

Vulnerability DB Links

Common Vulnerabilities and Exposures (CVE)
Mational Vulnerability Database (NVD)

11-20192 WhiteSource. All rights reserved




aWhiteSource ‘ Hancom MDS ntact Support ? 2>

Home Dashboards Products Projects Policies Integrate

Home = Library Security Vulnerabilities

poi-scratchpad-3.11-beta2.jar Product PROD ¥ Project TMOVER ¥

Security Vulnerabilities (2) Export
Severity Vulnerability Id CVS5 3 Score CVS5 2 Score Description (hover for full text) Published Top Fix

Apache POl in versions prior to release 3.17 are vulnerable to Denial of Service Attacks: 1) Replace or update the following files: HwmfPicture.java, TesthwmiParsingjava, 61338.wmf

| High | CVE-2017-12626 7.5 5.0 Infinite Loops while parsing crafted WMF, EMF, MSG and macros (PO bugs 61338 and 30.01-2018
61294), and 2) Out of Memory Exceptions while parsing crafted DOC, PPT and XLS (POl bugs
£7377 and 172081

The reported vulnerability was not checked for vulnerability effectiveness and is suggested
to be examined using Effective Usage Analysis.

Replace or update the following files: TestBugs.java, H5LFSlideShow java,

HSLFSlideShow in Apache POI before 3.1 allows remote attackers to cause a denial of 57272_corrupted_usereditatom.ppt

service (infinite loop and deadlock) via a crafted PPT file 07-01-2015

CVE-2014-9527 - 5.0
The reported vulnerability was not checked for vulnerability effectiveness and is suggested

to be examined using Effective Usage Analysis.

Top Alerts (12 IR
Library Type Description
@ spring-core-3.2.3 RELEASE | ar Security Vulnerability details
"Ws" vulnerabilities were verified by the WhiteSource security research team ® sorineweh323 FFI FASE L e IR Es =l oiian 2 | rerss
® poi-scratchpad-3.11- Security Vulnerability details
"CVE" vulnerabilities were verified by NVD ~
. ;.ui-.-':-:'ll-“‘_ﬁ' MCIIFI[’J?VLHHE‘I’EDIHF}' details
Natlonal @ xercesimpl-2.8.1 jar Security Vulnerability m detalls
ulnerability
@ spring-webmve-3.2.3 RELEASE. jar Security Vulnerability m details
Database _ e
nvd.nist.gov @ spring-ldap-core-1.3.Z.RELEASE jar Security Vulnerability ccluls
@ spring-security-config-3.2.3.RELEASE jar Security Yulnerability m details
@ boprov.jdici5.1.45 jar Security Yulnerability details
L ] spring-security-web-3.2.3.RELEASE jar Security Vulnerability details

Version 18.12.2 | Last vulnerabilities update: 1 o 2011-2019 WhiteSource. All rights reserved
2FEIMDS 27
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Home > Hancom MDS > Policies > Add policy

Add Policy
Name
New Policy
Match Action
By ticense Group Y Approve(3l0| EZ|AE)- 2}0| E B{2|0f CHSH X} = 3|2
Licenses o) | <[22 | Reject (S 2|AE)- 20|22 2|0f| TS XHE HEF

Reassign
License Name

Reassign - X| HEl AL X0 H EM @KF S IH shcy
Conditions— M M2 7|7t So| ZZH X|H™

Issue - Jirag 9| O| I‘—PF‘_| A|AEITNAE

Apache 1.0

Apache 1.1

Inclusive (trigger only when ALL licenses of the Library are matched)

B oo

Version 19.1.2.44 | Last vulnerabilities update: 20-Feb-2019, 06:00 AM
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Flexera @
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