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Orchestration End-to-End
of the DevOps CD Pipeline
Toolchain Management

Over Integration
1000 Jenkins ) with over 100

Plugins DevOps Tools

Code & Commit I Build & Config I Scan & Test I Release Deploy

- - amazon Pivotal *

sonar || BlazeMeter © SERENA G docker
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adifactory >4 Visual Studio _ AV | MidVision
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(https://github.com/kamranahmedse/developer-roadmap)

Python

Node.js :

Process Management

Threads and Concurrency

Sockets

Operating System

Ruby L s e 2o

DevOps

€© Learn a Programming Language

Doesn't matter which language you
pick, key is to get some programming
knowledge

R Rust

o Understand different OS Concepts

)

Linux

Unix

Windows

O Learn about Managing Servers

Get some administration in some OS. Especially any
Linux distribution. Pick Ubuntu if you have a little to
no experience with Linux.

YW kamranahmedse

B Go

. C/C++

1/0 Management

JR Virtualization

Memory/Storage

File Systems

\

Learn to live in Terminal

Text Manipulation Tools

awk, sed, grep, sort, uniq, cat, cut
11

Learn Bash Scripting

I Vim/Nano/PowerShell/Emacs I
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DevOps A ZEIL{0{2] RoadMap

(https://github.com/kamranahmedse/developer-roadmap)

L Unix I
Windows
DNS
OSI Model

o Networking and Security

HTTP

HTTPS

FTP

SSL/TLS

Text Manipulation Tools

awk, sed, grep, sort, uniq, cat, cut
echo, fmt, tr, nl, egrep, fgrep, we

Learn Bash Scripting

Vim/Nano/PowerShell/Emacs

Process Monitoring

ps, top, htop, atop, Isof

Compiling apps from source
(gcc, make and other related stuff)

System Performance

o What is and how to setup a

Reverse Proxy

Forward Proxy

Firewall

Network nmon, iostat, sar, ymstat

nmap, tcpdump, ping, mtr, traceroute

airmon, airodump, dig, iptables Others strace, dtrof‘.e, systemtap
' o uname, df, history
. s

. +° .« Apache

- Web Server -
Caching Server =, T Nginx
Load Balancer * "4 Tomecat

: Caddy

0 Learn Infrastructure as Code

12
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(https://github.com/kamranahmedse/developer-roadmap)

© Learn Infrastructure as Code

Containers Configuration Management Infrastructure Provisioning
© Learn some CI/CD Tool ra—
Docker Ansible Salt Terraform Cloud Formation
Jenkins
rkt Chef Puppet
Travis CI
LXC .
Teamcity Nagios
.’ .| Icinga
i . »| Infrastructure Monitoring '_ )
Gircle CI © Learn how to monitor software and infrastructure |° . "+, | Datadog
° e Application Monitoring - Zabbix
AWS . . e . Monit
ELK Stack : . e o
Google Cloud Te. -
Graylog . « « 4 Logs Management AppDynamics New Relic
Azure IR
Splunk L
Digital Ocean .
Papertrail
Heroku
"+ -] @ Cloud Providers '\
3
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: Continuous Post-deploy : .
Code Check-in Integration Bake Deployment Test Hotfix Canary Live
SPINNAKER
GIT, NEBULA, JENKINS, BAKERY
+ NEBULA- NETFLIX 2EE W=D, &H HAESH| 2T Gradle 22112152 WM E

mjo

« BAKE— Aminator S A& (HAE aMI £ M HB17| QT ES AL])
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/
NETFLIX \.@\) nepulo

. Continuous Post-deploy '
Code Check-in Integration Bake Deployment Test Hotfix Canary
SPINNAKER
GIT, NEBULA, JENKINS, BAKERY

OPEN
SOURCE

inQpl
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NETFLIX

OPEN
SOURCE

Qe

Aminator (Amazon AMI Creator)

. Continuous Post-deploy : .
Code Check-in Integration Bake Deployment Test Hotfix Canary Live
SPINNAKER
GIT, NEBULA, JENKINS, BAKERY

)

HashiCorp

Packer

17




Bake Tt - ¥ 91=2} (Immutable Server — PhoenixServer)

Code 7t Ol Image (VM, Docker) & B Z =2 2 M, H7 £k2| piftS M| A5 7 & TX|ot= A2 = 2H Xa2fd.

Update App >
Instance A Instance A

Reboot

Mutable
Infrastructure

!

Immutable
Infrastructure
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o U1t g7G AT} 4|2 Scale Out
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B = 7 o]~ 7P STCh
* Seamless StH AMHE F7t510] Scale 0utO| 02 & 0|
- U EYMN S ZEMHA
. O|O|X| O|HE EIsl0] AR
« & At (Netflix 2|..)

» CodeShip - https://blog.codeship.com/immutable-
infrastructure/

e Chef - https://blog.chef.io/2014/06/23/immutable-
infrastructure-practical-or-not/

e Koddi - https://www.koddi.com/developing-with-an-

immutable-infrastructure/

* Fugue -
https://www.fugue.co/assets/docs/Immutable Infrastructure
Fugue.pdf

o AFX - https://www.digitalocean.com/community/tutorials/what-
is-immutable-infrastructure
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https://www.fugue.co/assets/docs/Immutable_Infrastructure_Fugue.pdf
https://www.digitalocean.com/community/tutorials/what-is-immutable-infrastructure
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Continuous
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Post-deploy
Test

Hotfix

Canary

ive

SPINNAKER
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OPEN
SOURCE
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Packer Azure Managed Disks
(VM Image)
GitHub Jenkins
A
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L 0

Terraform Azure Virtual Machine
Scale Sets

Visual Studio Code Engineer Azure Log Analytics
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DevOps2| A - QA 2tH 2Ot (API Lifecycle Management + Test)

NETFLIX

Code Check-in

Continuous Bake
Integration

Deployment

Post-deploy

Test Hotfix Canary

Live

SPINNAKER

GIT, NEBULA, JENKINS, BAKERY

¥

4

v

Video
Metadata

Search

User

‘ A/B Test Personalization

inQet

API Lifecycle Mgmt

22

Integration Tests

Continuous Integration
(Contract Validations)

Continuous Integration

/ (Dependency Validations, Unit Tests)

/

Local Development /Test iterations

Testing




APl ALl - =X] 5= 0] 7|HE =Y (HX - axway M| &)

Multi-channel UX
Employees, Customers, Suppliers

M o = REST
Eliqn§a <

Cloud and On
premise Applications

O

REST, SOAP

Partners

REST, SOAP

B>

APl Management
API Portal (add-on)

P

+ Self-service
* Discover & Try
* Support

APl Manager

* Lifecycle Mgmt.
* APlICatalog
* Partner mgmt.

APl Gateway
o P o
L T4
el
* Security

* Quality of Service
* Monitoring

Native APls

REST, SOAP

REST

REST

API Builder

API Creation Data APIs

... AP| Gateway for

[
‘ ‘ Backend Integration

* Protocol Conversion
* Data Transformation
* Security Integration

23
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APl ACH — Netflix= APl Gateway &% 7|=

= Cf LHZH=E A E

Microservices Concern Spring Cloud & Netflix OSS

Configuration Management
Service Discovery
Load Balancing
AP| Gateway
Service Security
Centralized Logging
Centralized Metrics
Distributed Tracing
Resilience & Fault Tolerance
Auto Scaling & Self Healing
Packaging, Deployment & Scheduling
Job Management
Singleton Application

Config Server, Consul, Netflix Archaius
Netflix Eureka, Hashicorp Consul
Netflix Ribbon
Netflix Zuul
Spring Cloud Security
ELK Stack (LogStash)
Netflix Spectator & Atlas
Spring Cloud Sleuth, Zipkin
Netflix Hystrix, Turbine & Ribbon
Spring Boot
Spring Batch
Spring Cloud Cluster

24



API Testing - 0| &0 CHoll M= WF S7HE H|OIE{7l Bi&

Review the API specification & use case

@ API Specification Review
. documentation from test perspective

[ EEEREY ||| N\ = AL [
Test Execution & Test Specification
Reporting API Development
Execut_lon of the de_veloped Te Stl ng This _d_ocument details the test
test suites & reporting conditions and expected

results for each test case

-l ——y”-------- ®
Test Case Development Test Framework Development

Coding of test scenarios, creating sanity Use standard open source tools like SoapUl,
check test suites, survelliance test suites JMeter or develop a set of static resources

nCn .
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Global

Release
(Red)
Red / Black .
Canary Analysis
. Regression .
Test
Unit Test
Time
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Janking

A Confidence

Global
. Release
: (Red)

. Red/Black .

. Canary Analysis .
. Regression .
Test
Unit Test -
Time
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Baration

Bauild + Unit
Test

>

Tusl Enw
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Unit Test
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Test
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Canary Analysis

Time
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Tusl Enw
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A Confidence

. Global
. Release

: (Red)
. Red/Black :
Canary Analysis
. Regression
. Test
Unit Test *
Time

43 5l™ Release BranchO|A| EH|A
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Results

Test Case Params

(iﬂpjut)

Runtest (shell)

Util 1

Utilities (shell/python)

(shell/python)
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Canary Score

AMI Name: ami-4219582b Date: Tue Aug 13 23:31:27 UTC 2013 -1 Hours

A Confidence \

Summary = System Analysis - Request Analysis | Dependency Analysis | Other Analysis | Detail Setwp  SqueezeReport

Metric Score Grid

/ | Red/Black :
. i . DependencyCommandCircuitBreaker_GetTrackld_userThread_sla_mceanLastMinute
Canary Analysis - . .
Type Baseline | Canary |% Deviation [ Analysis
. Regressior - : . ’ 0.488 0.586 20,082 hot
Test | : : : avg 0 ~ More Less
Unit Test : median 411,35 0.6 71.429 im portant im portant
- - - - > stddev | 0.52030135 | 0.5522539 [ 4.92
Time
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. EHE AMI L E{H 2

. Baseline Amazon Instance/ Hi /255 Ql 42
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34 Unit Test
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Release
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I Fault Injection Testing (Simian Army)

MELt 28 JO0[L} 10| MH|A2| 2 g5 flofl 7tots HIAE 7[ ¥

Failing Subscriber

Failure Scope
apply to targeted requests

Failure Metadata
aysnc update from control plane

|

FIT Service
Request Context

failure details
travel with request

API
Hystrix Network Calls
Simulated Failures
Ribbon o .
Injection Points

_—

Subscriber Recommendations




I Fault Injection Testing (Simian Army)

MELt 28 JO0[L} 10| MH|A2| 2 g5 flofl 7tots HIAE 7[ ¥

* Chaos Monkey
* Chaos Gorilla

* Chaos Kong

* Janitor Monkey

* Doctor Monkey

* Compliance Monkey
* Latency Monkey

* Security Monkey



I node-chaos-monkey

MELE 2E-g0|LE 140 MH| 29| oHF 85 floll 7tot= HAE 71|

Define Api Choose Chaos Chaos Metrics
Pranks Plan Select a prank ¥ # of Requests Errors Avg. Latency is Alive
ox @D €D e
Single Prank

Select a prank ¥

Start prank [VIFEAe retqﬁoo error

Process exit

Uncaught exception
Pranks log Unhandled promise rejection

Memory is overloaded

Busy CPU

Blocked event loop
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CONTINUOUS
INTEGRATION Polling

Testing o Real Mobile Devices

Test Cases Application
QA & Testers Error Reporting
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CashSlide Atd| - 2 HIY DevOps S &% (BITRISE A2 Alz))

Robolectric

" Calaba.sh
»

HelloBeta

2 XI& - https://academy.realm.io/kr/posts/continuous-delivery-for-android/

in() .
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Samsung Remote Test Lab
(&8 22 7ls /A8 7 HEe €7 S - & FRE= 0|F)

4 SAMSUNG Developers News & Updates  Login  Signup Search Q

Bixby SmartThings Services & APIs Devices v Program Community Events f ¥y O O in ;

REMOTE TEST LAB Galaxy Z Watch My Test Lab Support

REMOTE TEST LAB

The Remote Test Lab enables you to remotely access a real device over the internet.
Using the Remote Test Lab service, you can test your applications on a real device.

Visit ZRiZBF £ MXTH if you are looking for devices released for China.

FEATURED DEVICES

Galaxy Watch Galaxy Note9 Galaxy Tab S4 Galaxy S9 Galaxy S9+

in‘ﬁ 49



Firebase Test Lab.
(google 0] 30~40 7 &/2| C|HIO|A X5 /7 =0O| 5L CldHio|A H)

Windows PowerShe
opyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\slava> gcloud firebase test android models Tist

Have questions, feedback, or issues? Get support by visiting:
https://firebase.google. com/support/

OnePlus OnePlus One PHYSICAL

Sony Xperia Z2 PHYSICAL

Sony Xperia Z3 PHYSICAL

Sony Xperia Z5 Compact PHYSICAL

Sony Sony Xperia X PHYSICAL
Nexusl1l0 Samsung Nexus 10 VIRTUAL 1 19,21,22
Nexus4 LG Nexus 4 VIRTUAL 1 19,21,22
Nexus5 LG Nexus 5 VIRTUAL 1 1 19,21,22,23
Nexus5X LG Nexus 5X VIRTUAL 1 1 23,24,25
Nexus6 Motorola Nexus 6 VIRTUAL 1 21,22,23,24,25
Nexus6P Google Nexus 6P VIRTUAL 1 23,24,25
Nexus7 ASUS Nexus 7 (2012) VIRTUAL 1 19,21,22
Nexus9 HTC Nexus 9 VIRTUAL 1 21,22,23,24,25
NexusLowRes Generic Low-resolution MDPI phone | VIRTUAL 23,24,25
SH-04H SHARP SH-04H PHYSICAL 1 1 23
athene Motorola Moto G4 Plus PHYSICAL 1 1 23
athene_f Motorola | Moto G4 PHYSICAL : 2 23
condor_umts Motorola | Moto E PHYSICAL 19
falcon_umts | Motorola | Moto G (1st Gen) PHYSICAL x Y, 19
flo ASUS Nexus 7 (2013) PHYSICAL 1 1 19,21
flounder HTC Nexus 9 PHYSICAL H 21
g3 LG LG G3 PHYSICAL 1 19
hammerhead LG Nexus 5 PHYSICAL : ] 19,21,22,23 default
hero2lte Samsung Galaxy S7 edge PHYSICAL . 23
herolte Samsung Galaxy S7 PHYSICAL 2 23,24
hlte Samsung Galaxy Note 3 Duos PHYSICAL . L 19
htc_m8 HTC HTC One (M8) PHYSICAL 1 1 19
j51te Samsung Galaxy J5 PHYSICAL
1t02wifi Samsung Galaxy Tab 3 PHYSICAL

Samsung Samsung Galaxy S3 PHYSICAL

LG Nexus 4 PHYSICAL
osprey_umts | Motorola | Moto G (3rd Gen) PHYSICAL
pl LG LG G4 PHYSICAL
sailfish Google Pixel PHYSICAL
serranolte Samsung Galaxy S4 mini PHYSICAL
shamu Motorola Nexus 6 PHYSICAL
t03g Samsung Galaxy Note 2 PHYSICAL
titan_umts Motorola | Moto G (2nd Gen) PHYSICAL
trelte Samsung Galaxy Note 4 PHYSICAL
victara Motorola | Moto X PHYSICAL
zeroflte Samsung Galaxy S6 PHYSICAL
zerolte Samsung Galaxy S6 Edge PHYSICAL

R 2 50




OpenSTF.I0O - https://github.com/openstf/stf
@I AFL o]l ZIH C|HIO|A Farm 2 T&dtn A2, — o

In

STF

.0
L2 v )
[
D B Detail T
Status Model Product C Rel 0s L
@ 8 J 13-11-1 11 PC-9333

ocalhost:7100/8/ control/0798390 1 13¢¢1117

in\‘u 51
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&} Process
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O
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punigh @ 00 @ nemory hig

. M A2 B= SH}

Dashboard
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M-1005
Connections
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Watch Files Extras IMQAObjective...

OldVersionTest Pinterest Sample univay

9 ®

Happer Telegram

All Output &

X,

© Telegraph

8 iPhone 8 Plus.

Building Telegraph: MtProtoKit
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https://academy.realm.io/kr/posts/sash-zats-swift-swizzling/

Android God Eye - https://github.com/Kyson/AndroidGodEye
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https://github.com/Kyson/AndroidGodEye
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